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SECTION 1 — Why Ethics Matters in Al
(Beginner Level)
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Section 1.1 — AI Is Helpful but Not Perfect

Al can be a helpful tool for generating text, ideas, and explanations.

It can make information easier to understand and help people think through topics more
quickly.

However, Al is not perfect.

Al does not think, reason, or understand meaning the way humans do.

It generates responses based on patterns in data, which means it can sometimes produce
information that is incomplete, misleading, or incorrect — even when it sounds confident.
At a beginner level, this can be summarized as:

Al is useful for support, but it cannot be trusted blindly.

Understanding this balance is essential before using Al responsibly.

Il Matrix 1 — What Al Is Helpful For vs. What Al
Is Not Reliable For

Al Can Help With Why It Helps Al Is Not Reliable For Why It Falls Short
Generating ideas Provides starting points Making decisions No judgment or responsibility
Explaining concepts Simplifies information Guaranteeing accuracy Can be wrong
Rewriting text Improves clarity Interpreting intent Lacks context
Summarizing content Reduces length Understanding consequences No awareness of outcomes
Drafting text Speeds up writing Replacing expertise No real-world knowledge
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Il Matrix 2 — Why AI Can Sound Confident Even

When It’s Wrong

Reason

What It Means

Why It Matters

Pattern-based output

No fact-checking

No awareness

No accountability

Language fluency

Al predicts likely words

Al does not verify sources

Al doesn’t “know” facts

Al cannot be responsible

Al writes smoothly

Confidence # correctness

Errors can slip through

Misleading responses

Humans must verify

Can hide mistakes

@ Key Clarification for Beginners

Al responses may look polished and professional, but that does not mean they are accurate or

appropriate to use as-is.
Humans must always:

e review Al output

o verify important information
e apply judgment and context
e decide what is safe to use

Al should be treated as a support tool, not a source of truth.

B Key Takeaway for Section 1.1

Al can be helpful for thinking and communication, but it is not perfect and should never be

trusted without human review.
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Section 1.2 — Your Role as the Decision-Maker

Al can generate suggestions, explanations, and ideas, but it cannot make decisions.
Every choice that involves judgment, responsibility, or consequences must remain human-

led.

Al does not understand goals, values, or the impact of decisions on people.
It cannot weigh risks, apply ethics, or take responsibility for outcomes.

At a beginner level, this can be summarized as:

Al may inform your thinking, but you remain the decision-maker.

Recognizing this role is central to ethical and responsible Al use.

Il Matrix 1 — Decision-Making: Human vs. Al Roles

Aspect Human Role Al Role
Judgment Evaluates consequences None
Responsibility Owns outcomes None
Ethics Applies values None
Context Understands situation Limited
Approval Makes final decisions None
Accountability Held responsible None
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Il Matrix 2 — Risks of Letting Al “Decide”

Risk What Can Happen Why It’s a Problem
Overreliance Blindly trusting Al output Errors go unnoticed
Misaligned choices Decisions don’t fit context Harmful outcomes
Ethical mistakes Unfair or inappropriate actions  Loss of trust
Accountability gaps No clear owner Responsibility confusion

False confidence

Al sounds certain

Increases risk of misuse

@ Key Clarification for Beginners

Al cannot be responsible for decisions — you are.

Even when Al provides helpful input, humans must always:

e decide what action (if any) to take

e consider consequences

o ensure ethical and appropriate use
e accept responsibility for outcomes

This applies in all situations, especially those involving people, organizations, or risk.

B Key Takeaway for Section 1.2

Al can support your thinking, but only humans can make decisions and take responsibility for

them.
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SECTION 2 — Common Al Risks
Explained Simply
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Section 2.1 — Hallucinations (Incorrect or

Made-Up Information)

Sometimes Al produces information that sounds confident and detailed but is incorrect,
incomplete, or entirely made up.

This behavior is commonly referred to as an Al hallucination.

AT hallucinations happen because Al generates responses by predicting what text should

come next — not by checking facts or understanding truth.

As a result, Al may invent names, dates, explanations, or connections that do not actually

exist.

At a beginner level, this can be summarized as:

Al can sound convincing even when it is wrong.

Understanding hallucinations is essential for safe and responsible Al use.

Il Matrix 1 — What an Al Hallucination Is (and Is Not)

Aspect What It Is What It Is Not
Definition Incorrect or invented information A rare error
Cause Pattern-based text generation Intentional deception
Appearance Confident and fluent language Obvious nonsense
Awareness Al does not know it’s wrong A system failure
Risk level Potentially misleading Always harmless
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Il Matrix 2 — Common Hallucination Examples
(Conceptual)

Example Type What Might Happen Why It’s Risky
Invented facts Al creates false details Spreads misinformation
Fake sources Al cites sources that don’t exist ~ Undermines trust
Incorrect explanations Al explains something wrongly  Leads to misunderstanding
Confident errors Al presents mistakes clearly Harder to detect
Blended truth & fiction Some facts mixed with errors False sense of accuracy

(Examples are conceptual, not real cases.)

@ Key Clarification for Beginners

Hallucinations are not rare exceptions — they are a known limitation of Al systems.
Because Al does not verify information:

e it may invent answers when unsure

o it may fill gaps rather than say “I don’t know”

e it cannot tell you when it is wrong

This is why human verification is always required, especially for important or sensitive
topics.

B Key Takeaway for Section 2.1

Al hallucinations mean that confident-sounding responses can still be wrong.
Always review and verify Al output before trusting or using it.
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Section 2.2 — Outdated Information

Al responses may include information that is out of date.

Even when an answer sounds reasonable, it may not reflect the most recent facts, policies, or
changes.

This happens because Al systems are trained on large collections of past data and do not
continuously verify information in real time.

As a result, Al may describe situations as they used to be, not as they are now.

At a beginner level, this can be summarized as:

Al may be accurate about the past but wrong about the present.

Understanding this limitation helps prevent accidental misuse of outdated information.

Il Matrix 1 — Why AI Can Provide Outdated

Information
Reason What It Means Why It Matters
Training cutoffs Al is trained on historical data ~ Recent changes may be missing
No live verification Al does not check current sources Facts may be stale
Generalized knowledge Al averages information Specific updates may be lost
Confident tone Al does not signal uncertainty Errors are harder to notice
Broad coverage Many topics summarized Details may lag behind
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Il Matrix 2 — Situations Where Outdated
Information Is Risky

Situation Type Why It’s Risky Potential Impact
Policies or rules Changes may not be reflected Incorrect compliance
Procedures or standards Updates may be missed Improper actions
Prices, dates, or deadlines Information changes frequently ~ Financial or timing errors
Organizational practices Context evolves Misalignment
Public information Facts can shift quickly Misinformation spread

@ Key Clarification for Beginners

Al does not know whether information is current.
Because of this, humans must always:

e check whether information is up to date

o confirm facts with trusted sources

e avoid relying on Al for time-sensitive details

This is especially important in work, education, and public communication.

B Key Takeaway for Section 2.2

Al may provide outdated information.
Always verify whether facts, rules, or details are current before using Al-generated content.
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Section 2.3 — Bias and Fairness

Al can reflect biases that exist in the data it was trained on.
This means Al-generated responses may unintentionally favor certain perspectives,
assumptions, or patterns while overlooking others.

Al does not understand fairness, values, or social impact.
It does not recognize when a response may be inappropriate, unbalanced, or harmful unless a

human notices and intervenes.

At a beginner level, this can be summarized as:

Al can reflect bias without intending to.

Understanding bias is essential for ethical and responsible Al use.

il Matrix 1 — How Bias Can Appear in Al

Language bias

Assumption bias

Cultural bias

Context bias

missing
Wording favors one perspective

Al makes generalized
assumptions

One cultural norm dominates

Nuance is ignored

Responses
Type of Bias What It Looks Like Why It Happens
Representation bias Certain groups or viewpoints are Training data imbalance

Patterns in existing text

Lack of real understanding

Uneven data sources

Oversimplification
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Il Matrix 2 — Why Bias Matters in AI Use

Concern Why It Matters Potential Impact

Peopl 1

Fairness eop ¢ des.erve equa Unintended harm
consideration

Accuracy Biased output can be misleading Poor decisions

Trust Bias reduces confidence in Al Loss of credibility

Inclusion Missing perspectives distort Exclusion
outcomes

Responsibility Humans must correct bias Ethical obligation

@ Key Clarification for Beginners

Bias does not mean Al is intentionally harmful.
It means Al reflects patterns from data that may be incomplete or unbalanced.

Because of this, humans must:

o review Al output critically

o watch for unfair assumptions

e consider multiple perspectives

e correct or discard biased content

Al cannot recognize or correct bias on its own.

B Key Takeaway for Section 2.3

Al may unintentionally reflect bias.
Humans are responsible for recognizing bias and ensuring fair and ethical use.
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Section 2.4 — Misinterpretation of Context

Al responses depend entirely on the context provided in the input.
When context is missing, vague, or incomplete, Al may misunderstand what is being asked
and produce responses that do not fit the situation.

Al does not know your goals, environment, or constraints unless they are explicitly stated —
and even then, it may misinterpret them.
This can lead to answers that seem reasonable but are misaligned with the real situation.

At a beginner level, this can be summarized as:

Al can misunderstand situations because it lacks real-world context.

Il Matrix 1 — Why Al Misinterprets Context

Assumption filling

Pattern-based replies

No feedback loop

Al guesses when unsure

Al mirrors common scenarios

Al doesn’t self-correct

Reason What It Means Why It Matters
Limited input Al only sees what is typed Missing details cause errors
Ald t kn
No situational awareness .oes O O Responses may not fit
environment

Leads to misalignment

Unique cases are missed

Errors persist
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Il Matrix 2 — Effects of Context Misinterpretation

Effect What Can Happen Potential Impact
Incorrect responses Answers don’t match needs Confusion
Misleading guidance Suggestions sound right but aren’t Poor decisions
Inappropriate tone Wrong level of formality Communication issues
Oversimplification Important nuance is lost Misunderstanding
False confidence Al appears certain Overreliance risk

@ Key Clarification for Beginners

Al cannot ask clarifying questions unless prompted, and it cannot verify whether it fully
understands the situation.

Because of this, humans must:
e recognize when context may be missing
e question responses that seem off

e avoid assuming Al “understands” the situation

This is especially important in work, ethical, or sensitive contexts.

B Key Takeaway for Section 2.4

Al can misinterpret context when information is missing or unclear.
Humans must remain alert and correct misunderstandings before using Al output.

pg. 18




Section 2.5 — Overreliance

Overreliance happens when people begin to trust AI too much or use it as a replacement for
their own judgment, review, or responsibility.

Because Al responses often sound confident and well-written, it can be easy to assume they
are correct or safe to use.
This can lead to people accepting Al output without questioning it.

At a beginner level, this can be summarized as:

Al should support thinking — not replace it.

Understanding overreliance is critical to using Al responsibly and ethically.

Il Matrix 1 — Signs of Overreliance on Al

Sign

What It Looks Like

Why It’s a Problem

Skipping review
Blind trust
Reduced judgment

Habitual use

Confidence transfer

Using Al output as-is
Assuming Al is correct
Letting Al decide
Using Al for everything

Trusting Al tone

Errors go unnoticed
Increases risk

Loss of responsibility
Poor decision-making

Misleading authority

Il Matrix 2 — Risks Caused by Overreliance

Risk What Can Happen Potential Impact
Misinformation Incorrect output spreads Loss of credibility
Ethical mistakes Harmful or unfair content Reputational damage
Accountability gaps No clear decision owner Responsibility confusion
Skill erosion Reduced critical thinking Long-term dependency
Poor outcomes Decisions based on flawed input Real-world consequences
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@ Key Clarification for Beginners

Al does not understand when it is being relied on too heavily.
It will continue generating responses regardless of whether they are appropriate.

Humans must actively:
question Al output
apply judgment

decide when Al is not appropriate

[ )
)
[ )
e remain accountable for outcomes

Overreliance is a human behavior — not an Al feature.

B Key Takeaway for Section 2.5

Overreliance on Al increases risk.
Al should assist your thinking, but humans must always lead with judgment and
responsibility.
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SECTION 3 — Simple Ethical Principles
for Beginners
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Section 3.1 — Transparency

Transparency means being honest and clear about when Al has been used, especially when

it matters for understanding, trust, or responsibility.

Al can assist with ideas, wording, or explanations, but people reading or relying on the output

should not be misled into thinking it was created entirely by a human if that distinction
matters. At a beginner level, transparency can be summarized as:

If Al helped in a meaningful way, it should not be hidden.

Transparency supports ethical use by maintaining trust and accountability.

Il Matrix 1 — When Transparency Matters

o e Why Transparency Is .
Situation y P y Risk If Ignored
Important
Shared work or collaboration  |Others need context Loss of trust
Public-facing content Audience expectations Misrepresentation
Decision-related material Accountability clarity Responsibility confusion
Educational settings Learning integrity Unfair advantage
Evaluative contexts Fairness Ethical concerns
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Il Matrix 2 — What Transparency Is and Is Not

Transparency Is Transparency Is Not
Being honest t Al
) cing honest abou Explaining how Al works
involvement
Maintaining trust Sharing technical details
Supporting accountability Providing usage instructions
Clarifying authorship Revealing sensitive prompts
Ethical communication Compliance or policy advice

@ Key Clarification for Beginners

Transparency does not require:

e sharing prompts

e describing tools or systems

o explaining technical details

o disclosing Al use in every situation

It means being clear when Al involvement could affect understanding, trust, or
responsibility.

B Key Takeaway for Section 3.1

Being transparent about Al use helps maintain trust and ethical responsibility.
When Al involvement matters, it should not be hidden.
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Section 3.2 — Respectfulness

Respectfulness means using Al in ways that do not harm, mislead, or disrespect others.
Because Al can generate language quickly and confidently, it is important to remain mindful
of how outputs may affect people, groups, or situations.

Al does not understand emotions, social norms, or impact.

It cannot recognize when something may be offensive, insensitive, or inappropriate unless a
human notices and corrects it.

At a beginner level, this can be summarized as:

Al use should reflect human values of respect and care.

Il Matrix 1 — What Respectful AI Use Looks Like

Aspect What It Involves Why It Matters

Avoiding harmful or harsh

Tone awareness Protects others
language
Avoiding st : .

Fair language Yol 1n‘g stereotypes or Promotes inclusion
assumptions

Intent consideration Thm'kmg about how ouput may be Prevents harm
received

Appropriate context Matching language to situation ~ Reduces misunderstandings

Human review Correcting issues before sharing Maintains responsibility
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Il Matrix 2 — Common Risks When Respect Is

Overlooked

Risk

What Can Happen

Potential Impact

Offensive language

Reinforced stereotypes

Inappropriate tone

Misrepresentation

Ethical failure

Harmful wording appears

Biased patterns repeated

Messages feel cold or rude

Output implies intent

Harm caused unintentionally

Emotional harm

Unfair treatment

Relationship damage

Loss of trust

Reputational risk

@ Key Clarification for Beginners

Respectfulness does not mean avoiding Al altogether.
It means recognizing that Al-generated text must be reviewed through a human ethical

lens.

Humans must always:

o read Al output carefully

o consider how it may affect others

e remove or revise harmful language

o take responsibility for what is shared

Al cannot judge respectfulness on its own.

B Key Takeaway for Section 3.2

Respectful Al use requires human awareness and care.
Al can generate text, but humans must ensure it reflects respect and ethical responsibility.
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Section 3.3 — Accuracy Checks

Accuracy checks mean confirming whether Al-generated information is correct before

using or sharing it.

Al can produce responses that look polished and confident, but it does not verify facts or

ensure correctness.

Because Al does not know when it is wrong, humans must always verify important

information.

At a beginner level, this can be summarized as:

Al output should be reviewed and checked, not assumed to be correct.

Accuracy checks are a basic ethical responsibility when using Al.

Il Matrix 1 — Why Accuracy Checks Are Necessary

Reason

What It Means

Why It Matters

No fact verification

Confident language

Hallucinations

Outdated data

No accountability

Al does not confirm truth

Al sounds certain

Al can invent details

Al may reference old facts

Al is not responsible

Errors can spread

Mistakes are harder to spot

Misinformation risk

Incorrect conclusions

Humans must verify
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i} Matrix 2 — Situations Where Accuracy Checks

Matter Most
. . Why Checking Is .
Situation Type Y g Risk If Not Checked
Important

Informational content Facts may be wrong Misinformation

Shared documents Others rely on accuracy Loss of trust

Educational materials Learners may accept errors Mislearning

Public communication Wider impact Credibility damage

Decision-related context

Consequences exist

Real-world harm

@ Key Clarification for Beginners

Accuracy checks do not mean trusting Al less — they mean using Al responsibly.

Humans should always:

e question Al-generated facts

e confirm important details

e avoid copying output without review
e correct errors before sharing

Al cannot perform these checks on its own.

B Key Takeaway for Section 3.3

Al-generated content must be checked for accuracy.
Humans are responsible for verifying information before using or sharing it.
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Section 3.4 — Data Caution

Data caution means being careful about what information is shared with Al systems.
Al tools should be treated as semi-public environments, not private or secure storage.

Al does not understand privacy, confidentiality, or sensitivity.
Once information is entered, you lose direct control over how it is processed or remembered.

At a beginner level, this can be summarized as:
If information should not be public, it should not be entered into Al

Practicing data caution is a core part of ethical Al use.

Il Matrix 1 — Types of Information That Require

Caution
Information Type Why It’s Risky Potential Impact
Personal data Can identify individuals Privacy violations
Confidential business info Not meant for sharing Trust or legal issues
Credentials or passwords Security exposure Account compromise
Sensitive communications Context-dependent Misuse or harm
Internal documents Restricted access Policy violations
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Il Matrix 2 — Common Misunderstandings About Data
Safety

Misunderstanding Reality Why It Matters

“Al conversations are private” |They are not guaranteed private  Data exposure risk

“Al will protect sensitive data” | Al does not manage security False sense of safety

“I can anonymize everythin . . . . Lo
. 4 veryting Context can reveal identity Re-identification risk

easily

“It’s safe if it’s just text” Text can still be sensitive Overlooked exposure

“Nothing bad will happen” Risk still exists Complacency

@ Key Clarification for Beginners

Data caution does not require technical security knowledge.
It requires good judgment about what should or should not be shared.

As a rule of thumb:
e Ifyou wouldn’t post it publicly
e Ifit could harm someone if exposed

o Ifitis protected by rules or trust

...1t should not be entered into Al

B Key Takeaway for Section 3.4

Using Al responsibly means being cautious with data.
Never share sensitive, private, or confidential information with Al systems.
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Section 3.5 — Human Oversight

Human oversight means that people must always review, evaluate, and take responsibility
for Al-generated content.

Al can assist with ideas and wording, but it cannot understand consequences, values, or
accountability.

Al does not know when it is wrong, inappropriate, or risky.
Only a human can decide whether Al output should be used and how it should be interpreted.

At a beginner level, this can be summarized as:
Al can assist, but humans must always stay in control.

Human oversight is the foundation of ethical and responsible Al use.

Il Matrix 1 — What Human Oversight Involves

Oversight Area What Humans Do Why It’s Necessary
Review Read and understand Al output Al may be incorrect
Judgment Decide what is appropriate Al lacks values
Verification Check facts and details Al does not verify
Context application Ensure relevance to situation Al lacks context
Approval Decide what is shared or used ~ Responsibility remains human
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Il Matrix 2 — Risks When Human Oversight Is Missing

Risk

What Can Happen

Potential Impact

Unchecked errors

Ethical mistakes

Accountability gaps

Overreliance

Loss of trust

Incorrect content used

Harmful output shared

No clear decision owner

Al decisions accepted blindly

Others lose confidence

Misinformation

Reputational damage

Responsibility confusion

Poor outcomes

Credibility damage

@ Key Clarification for Beginners

Human oversight does not mean controlling every detail.
It means remaining responsible for what Al produces and how it is used.

Al cannot replace:

e judgment

e accountability
o cthical reasoning

e responsibility for outcomes

Those roles always belong to humans.

B Key Takeaway for Section 3.5

Ethical Al use depends on human oversight.
Al can support thinking, but humans must always review, approve, and take responsibility.
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SECTION 4 — What Al Should Not Be
Used For (Beginner Boundaries)

pg. 32




Section 4.1 — Safety-Critical Situations

Safety-critical situations are scenarios where errors can cause real harm to people,
finances, legal standing, or organizational trust.
Al must not be used to make decisions or provide guidance in these situations.

Al does not understand risk, liability, or consequences.
It cannot judge when a mistake could lead to serious harm.

At a beginner level, this can be summarized as:

If a mistake could seriously harm someone, Al should not be relied upon.

il Matrix 1 — Examples of Safety-Critical
Situations (Conceptual)

Situation Type Why It’s Safety-Critical | Why Al Is Not Suitable
Medical decisions Health and safety at risk No medical judgment
Legal interpretation Legal consequences exist No legal authority
Financial decisions Money and livelihoods affected  No accountability
HR or personnel actions Impacts people’s lives Ethical and legal risk
Emergency response Time-critical consequences No situational awareness

(Examples are illustrative, not instructional.)
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Il Matrix 2 — Risks of Using Al in Safety-Critical

Situations

Risk

What Can Happen

Potential Impact

Incorrect advice

Overconfidence

Lack of accountability

Missed nuance

Delayed human action

Harmful decisions made

Al sounds certain

No decision owner

Context misunderstood

Al relied on too long

Physical or legal harm

False assurance

Responsibility confusion

Escalated risk

Worse outcomes

@ Key Clarification for Beginners

Al should never be treated as an authority in situations where mistakes have serious

consequences.

In safety-critical contexts, qualified human professionals must always lead.

Using Al as a substitute in these areas is unsafe and unethical.

B Key Takeaway for Section 4.1

Al should not be used in safety-critical situations.
When harm is possible, human expertise and responsibility must come first.
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Section 4.2 — Privacy or Security Tasks

Privacy or security tasks involve protecting people, data, systems, or access.
Al should not be used to handle, analyze, or make decisions in these areas.

Al does not understand security risk, privacy obligations, or threat models.
It cannot reliably protect sensitive information or evaluate whether something is secure.

At a beginner level, this can be summarized as:

If information must be protected, Al should not handle it.

Il Matrix 1 — Examples of Privacy or Security Tasks

(Conceptual)
Task Type Why It’s Sensitive Why Al Is Not Suitable
Passwords or credentials Direct access risk Exposure risk
Personal data handling Privacy obligations No data protection guarantees
Security analysis Requires expertise No threat awareness
System configuration Errors cause vulnerabilities No system understanding
Access control decisions Authority and trust involved No accountability

(Examples are illustrative, not instructional.)
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Il Matrix 2 — Risks of Using Al for Privacy or Security

Tasks
Risk What Can Happen Potential Impact
Data exposure Sensitive info shared Privacy violations
False security Incorrect assumptions Increased vulnerability
Misconfiguration Systems set up incorrectly Security breaches

Loss of trust

Accountability gaps

Stakeholders lose confidence

No responsible party

Reputational damage

Governance failure

@ Key Clarification for Beginners

Al tools are not secure vaults and not security experts.
Even well-written Al responses cannot ensure privacy or safety.

Privacy and security tasks must always be handled by qualified humans using approved

systems and procedures.

I Key Takeaway for Section 4.2

Al should not be used for privacy or security tasks.
Protecting data and systems requires human expertise and trusted processes.
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Section 4.3 — Business-Critical or Compliance

Roles

Business-critical or compliance roles involve formal responsibility, regulatory obligations,

or organizational risk.

Al should not be used to make decisions, draft final materials, or provide authoritative

guidance in these areas.

Al does not understand laws, regulations, internal policies, or contractual obligations.
It cannot assess risk exposure or ensure that requirements are met. At a beginner level, this

can be summarized as:

If a task affects compliance, legality, or organizational risk, Al should not lead it.

lil Matrix 1 — Examples of Business-Critical or
Compliance Roles (Conceptual)

Role or Task Type Why It’s Critical Why Al Is Not Suitable
Contract drafting or review Legal obligations involved No legal authority
Policy creation Governs behavior No policy accountability
Regulatory decisions Compliance requirements No regulation awareness
Financial reporting Accuracy and trust required Error risk
HR decisions People and rights affected Ethical and legal risk

(Examples are illustrative, not instructional.)
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Il Matrix 2 — Risks of Using Al in Business-Critical or
Compliance Contexts

Risk What Can Happen Potential Impact
Regulatory violations Rules not followed Fines or penalties
Contractual errors Obligations misrepresented Legal disputes
Policy misalignment Incorrect guidance Organizational confusion
Reputational damage Public trust eroded Long-term harm
Accountability gaps No responsible decision-maker ~ Governance failure

@ Key Clarification for Beginners

Al-generated content may sound professional, but that does not make it compliant or legally
valid.

In business-critical and compliance-related contexts:
e qualified professionals must lead
o approved processes must be followed

o responsibility cannot be delegated to Al

Al may assist with early thinking only, never final decisions.

B Key Takeaway for Section 4.3

Al should not be used to lead business-critical or compliance-related work.
Human expertise, accountability, and approved processes are essential.
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SECTION 5 — Protecting Yourself When
Using Al (Beginner-Level Tips)
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Section 5.1 — Verify Before Using Output

Al-generated content should never be used without review.
Even when an answer appears clear, confident, or well-written, it may contain errors,
outdated information, or misunderstandings.

Verification means taking a moment to confirm whether the information makes sense and
is appropriate before relying on it or sharing it with others.

At a beginner level, this can be summarized as:

Al output should be treated as a draft, not a final answer.

Il Matrix 1 — Why Verification Is Always

Necessary
Reason What It Means Why It Matters
No fact checking Al does not verify truth Errors can slip through
Confident tone Al sounds certain Mistakes are harder to spot
Context gaps Al may misunderstand Misaligned use
Bias presence Al can reflect bias Unfair outcomes
Human responsibility Humans own outcomes Accountability remains human
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Il Matrix 2 — What “Verify” Means at the A1

Level

Verification Involves

What It Does Not Involve

Reading output carefully

Checking for obvious errors

Asking “does this make sense?”

Applying common sense

Deciding whether to use output

Trusting Al blindly

Performing deep audits

Treating Al as an authority

Assuming correctness

Delegating responsibility

@ Key Clarification for Beginners

Verification does not require expertise or technical skill.
It requires awareness and judgment.

If something seems unclear, inappropriate, or incorrect, it should not be used without further

confirmation from trusted sources or qualified humans.

I Key Takeaway for Section 5.1

AT output must always be verified before use.
Humans remain responsible for ensuring accuracy, relevance, and appropriateness.
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Section 5.2 — Keep Sensitive Data Out of
Prompts

When using Al it is important to be careful about what information you enter.
Al tools should be treated as semi-public environments, not as private or secure systems.

Sensitive data includes information that could harm a person, organization, or relationship if
it were exposed or misused.
Al does not understand privacy, confidentiality, or trust — it will process whatever text it

receives. At a beginner level, this can be summarized as:

If information should stay private, it should not be entered into Al

Il Matrix 1 — Examples of Sensitive Information

(Conceptual)

Information Type Why It’s Sensitive Potential Risk
Personal details Identifies individuals Privacy violations
Confidential work data Not meant for sharing Trust or policy issues
Login credentials Grants system access Security breaches
Financial information Monetary risk Fraud or loss
Private communications Context-dependent Misuse or harm

(Examples are illustrative, not instructional.)

pg. 42




il Matrix 2 — Common Misunderstandings About
Sharing Data with Al

Misunderstanding

Reality

Why It Matters

“Al conversations are private”

“It’s safe if I remove names”

“Al won’t remember this”

“Text can’t be sensitive”

“Nothing bad will happen”

Privacy is not guaranteed

Context can still identify people

Data handling varies

Text often contains private info

Risk still exists

Exposure risk

Re-identification

Loss of control

Overlooked risk

Complacency

@ Key Clarification for Beginners

Data caution is about judgment, not technical skill.
If sharing information would feel uncomfortable in a public setting, it should not be entered

into an Al system.

Protecting sensitive data protects you and others.

B Key Takeaway for Section 5.2

Sensitive, private, or confidential information should never be entered into Al prompts.
Responsible Al use begins with careful data awareness.
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Section 5.3 — Adjust for Tone and Context

Al can generate text quickly, but it does not understand tone, relationships, or situational
nuance in the way humans do.

As a result, Al-generated content may sound appropriate in one situation but inappropriate in
another.

Tone refers to how something sounds, while context refers to where, why, and for whom
something is communicated.
Al does not reliably recognize these differences unless a human reviews and adjusts the

output. At a beginner level, this can be summarized as:

Al may produce correct words but the wrong tone or context.

Il Matrix 1 — Why Tone and Context Matter

Element Why It Matters Risk If Ignored

Affects h

Tone e.c > oW Tessages ate Misunderstanding
received
Different 1 t different .

Audience HHEentpeopie eXPEC T Offense or confusion
language

Situation Context shapes meaning Inappropriate responses

Sensitivity Some topics require care Emotional harm

Intent Purpose must be clear Misinterpretation
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Iil Matrix 2 — Common Tone and Context

Mismatches
Mismatch What Can Happen Potential Impact
Too formal Message feels distant Relationship strain
Too casual Message feels unprofessional Loss of credibility
Emotionally flat Message feels uncaring Trust issues
Overly confident Message sounds authoritative Misleading authority
Context-blind Message ignores situation Poor outcomes

@ Key Clarification for Beginners

Al does not know:

e who will read the message
e how sensitive the situation is
o what relationship exists between people

e what tone is expected

Only humans can judge whether Al-generated text fits the moment and audience.

I Key Takeaway for Section 5.3

Al-generated content must be reviewed for tone and context.
Humans must ensure that messages are appropriate, respectful, and aligned with the situation.

pg. 45




Section 5.4 — Combine AI with Human
Thinking
Al works best when it is treated as a support for human thinking, not a replacement for it.

It can help surface ideas or organize thoughts, but it cannot understand goals, values, or
consequences.

Human thinking brings judgment, context, ethics, and responsibility — elements Al does not
possess.

Combining Al with human thinking means using Al as an input, while humans remain in
control of interpretation and decisions. At a beginner level, this can be summarized as:

Al may assist your thinking, but humans must always lead it.

Il Matrix 1 — Al Support vs. Human Leadership

Aspect Al Contribution Human Contribution
Idea generation Provides possibilities Selects what makes sense
Language fluency Drafts text Ensures meaning and intent
Pattern recognition Surfaces common themes Applies judgment
Speed Responds quickly Thinks critically
Responsibility None Full accountability
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Il Matrix 2 — Risks When Human Thinking Is Replaced

Risk

What Can Happen

Potential Impact

Loss of judgment

Ethical mistakes

Context errors

Overconfidence

Dependency

Decisions made blindly

Harmful content used

Output doesn’t fit situation

Al sounds authoritative

Reduced critical thinking

Poor outcomes

Trust damage

Miscommunication

Misuse

Long-term reliance

@ Key Clarification for Beginners

Combining Al with human thinking does not mean splitting responsibility.
Humans remain fully responsible for:

e decisions

e interpretations

e outcomes

o cthical considerations

Al has no understanding of consequences — humans must provide that.

B Key Takeaway for Section 5.4

Responsible Al use combines AI’s speed and language ability with human judgment, context,

and accountability.
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Section 5.5 — Ask for Clarification

Al responses may sometimes be unclear, confusing, or incomplete.
When this happens, it is important not to assume the output is correct or sufficient.

Asking for clarification means recognizing when something does not make sense and seeking
better understanding rather than guessing or proceeding blindly. At a beginner level, this
can be summarized as:

If something is unclear, pause and seek clarification.

This approach reduces misunderstandings and supports safer Al use.

Is) Matrix 1 — When Clarification Is Needed

Situation Why Clarification Helps Risk If Skipped
Confusing wording Meaning may be unclear Misinterpretation
Vague explanations Missing details Incorrect assumptions
Conflicting statements Information may be inconsistent ~ Wrong conclusions
Unexpected tone Context may be off Inappropriate use
Uncertain accuracy Al may be wrong Misinformation
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Il Matrix 2 — Clarification vs. Blind Acceptance

Approach What It Involves Outcome
Asking for clarification Pausing to understand Better judgment
Blind acceptance Trusting without question Increased risk
Human review Applying critical thinking Safer decisions
Reflection Considering context Reduced errors
Responsibility Owning the outcome Ethical use

@ Key Clarification for Beginners

Al does not know when it has confused you.
If something seems unclear, incomplete, or questionable, it should not be used without further
understanding.

Seeking clarification is a sign of responsible use, not lack of skill.

B Key Takeaway for Section 5.5

When Al output is unclear, pause and seek clarification.
Responsible Al use requires understanding before action.
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SECTION 6 — Preparing for a Free Live
Session
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Section 6.1 — How This Guide Helps

This guide is designed to help beginners recognize risks and ethical boundaries when

interacting with Al

It does not teach tools, workflows, or skills. Instead, it provides a shared understanding of
where caution is required and why human responsibility matters.

At the Al level, its role can be summarized as:

Helping learners identify risks before problems occur.

This awareness supports safer conversations, better questions, and more responsible learning

in later phases.

Il Matrix 1 — What This Guide Helps You

Understand

Oversight importance

Area What It Clarifies Why It Matters
Al limitations Where Al can fail Prevents blind trust
Common risks Hallucinations, bias, overreliance Reduces misuse
Ethical responsibility Human accountability Protects people and organizations
Boundary awareness What Al should not do Maintains safety

Need for review and judgment  Ensures responsible use
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sl Matrix 2 — What This Guide Helps Without

Doing

Helps With

Does Not Do

Boundary Preserved

Risk awareness

Ethical framing

Conceptual clarity

Question preparation

Foundation learning

Does not teach security

Does not enforce policies

Does not enable execution

Does not answer “how-to”

Does not replace training

No professional guidance

No compliance instruction

Awareness-only scope

Live sessions preserved

Tier separation

@ Key Clarification for Beginners

This guide helps you notice risk, not eliminate it.
Recognizing limitations and ethical boundaries early helps prevent misuse before skills or

tools are introduced.

It exists to support responsible curiosity, not confident action.

B Key Takeaway for Section 6.1

This guide helps you understand Al risks and ethical boundaries so you can approach future
learning safely and responsibly.
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Section 6.2 — What Live Sessions Will Cover

Free live sessions build on this guide by helping learners clarify Al risks and ethical
boundaries through guided discussion.

They do net provide training, operational guidance, or policy instruction.

Live sessions focus on understanding and interpretation, not execution.

At the Al level, live sessions exist to:

Reinforce ethical awareness and risk recognition through explanation and discussion.

Il Matrix 1 — Topics Live Sessions Will Cover
(High-Level Only)

Topic Area What Is Clarified Why It Helps
Al limitations Why Al can fail Prevents overtrust
Risk scenarios Where misuse commonly occurs — Improves awareness
Ethical principles Responsibility and oversight Builds ethical grounding
Boundary reasoning Why certain uses are unsafe Reinforces caution
Learner questions Clarifying misunderstandings Improves comprehension
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Isl Matrix 2 — What Live Sessions Will Nor Cover

Not Covered

Why It’s Excluded

Where It Belongs

Security procedures

Legal or compliance rules

Tool-specific guidance

Risk mitigation workflows

Policy implementation

Professional expertise required

Jurisdiction-specific

Operational training

Execution guidance

Organizational responsibility

Outside Cl1

Expert-led contexts

Demo / Paid tiers

Advanced training

Not public curriculum

@ Key Clarification for Learners

Live sessions help learners understand why risks exist, not how to manage them

operationally.

The instructor’s role is to explain concepts, boundaries, and ethical reasoning — not to
provide compliance or security advice.

I Key Takeaway for Section 6.2

Live sessions reinforce ethical awareness and risk understanding, without teaching tools,
workflows, or professional procedures.
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Section 6.3 — What This Guide Does Not

Provide

This one-pager is intentionally limited.

Its purpose is to raise awareness of Al risks and ethics — not to teach people how to manage,

mitigate, or implement Al safely in real-world systems.

Understanding these limits protects learners from confusing awareness with expertise.

At the Al level, this can be summarized as:

This guide informs, but it does not enable action.

Il Matrix 1 — What This One-Pager Does Not Provide

Organizational policy advice

Tool-specific rules

Context-dependent

Operational detail

Not Provided Why It’s Excluded Boundary Protected
Security training Requires professional expertise ~ Safety
Compliance guidance Jurisdiction-specific Legal integrity
Ethical frameworks Advanced application Tier separation
Risk mitigation steps Execution guidance No workflows

Governance clarity

No instruction
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Iil Matrix 2 — Why These Boundaries Matter

Boundary

What It Prevents

Why It’s Important

Awareness-only scope

No execution guidance

No compliance instruction

No professional claims

No certification value

False confidence

Misuse

Legal errors

Overreach

Credential confusion

Learner safety

Risk reduction

Liability protection

Honest signaling

Integrity

@ Key Clarification for Learners

Reading this guide does not mean you are ready to:

o manage Al risks

e assess compliance
e design safeguards

o make ethical judgments in complex situations

Those responsibilities require training, experience, and professional oversight beyond the

Free Al layer.

B Key Takeaway for Section 6.3

This guide builds awareness of Al risk and ethics — but it does not provide training,

authority, or action steps.
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Section 7 — Summary and Key Takeaways

This guide introduced the core risks and ethical boundaries associated with Al use at a

beginner level.

Its purpose was not to teach Al usage, but to help learners recognize where caution,
judgment, and responsibility are required.

Understanding these principles helps prevent misuse and builds a foundation for safer
learning in later curriculum phases.

Core Takeaways

e Al can be helpful, but it is not perfect and should never be trusted blindly.

e Humans always remain the decision-makers and accountable parties.

e Al can produce incorrect, outdated, or biased information.

e Al can misunderstand context and sound confident even when wrong.

e Overreliance on Al increases risk and reduces human judgment.

o Ethical Al use requires transparency, respectfulness, and verification.

o Sensitive data should never be entered into Al systems.

o Al must not be used for safety-critical, privacy, security, or compliance-related tasks.
e Human oversight is always required.

Iil Matrix 1 — What to Remember About Ethical

Al Use

Principle What It Means Why It Matters
Awareness Know Al limitations Prevents misuse
Responsibility Humans own outcomes Maintains accountability
Verification Check Al output Reduces errors
Boundaries Some uses are unsafe Protects people
Oversight Humans stay in control Ethical integrity
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Ial Matrix 2 — How This Guide Fits Into the

Curriculum
Curriculum Stage Role of This Asset What Comes Next
C1 (This Asset) Risk & ethics awareness Conceptual grounding
Free Live Sessions Clarification & discussion Instructor explanation
Demo / Paid Tiers Skill & implementation learning  Applied knowledge

@, Final Clarification for Learners

This guide helps you recognize risk, not manage it.
It exists to support responsible curiosity while clearly defining boundaries.

Ethical Al use begins with awareness — not action.

B Final Takeaway

Al can support thinking, but humans must always lead with judgment, responsibility, and
ethical care.
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Appendix A — Glossary (Asset 4)

Artificial Intelligence (AI)
A computer system that generates responses by identifying patterns in data, not by
understanding meaning, intent, or consequences.

Accountability
Being responsible for decisions and outcomes. Al cannot be accountable; humans always are.

Accuracy
The degree to which information is correct and reliable. Al does not verify accuracy on its
own.

Bias
Unfair or unbalanced patterns in information that can appear in Al-generated content due to
limitations in training data.

Compliance
Following laws, regulations, or formal rules. Al does not understand or ensure compliance.

Context
The surrounding situation, purpose, audience, and constraints that give meaning to
information.

Decision-Maker
The human who evaluates information and chooses what action to take. Al cannot make
decisions.

Ethical Use
Using Al in ways that avoid harm, respect people, and maintain responsibility.

Hallucination
When Al generates information that sounds confident but is incorrect or made up.

Human Oversight
The requirement that a person reviews, evaluates, and takes responsibility for Al-generated

content.

Overreliance
Trusting or using Al too much, especially without review or judgment.

Privacy
The protection of personal or sensitive information. Al does not manage privacy on its own.
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Risk
The possibility of harm, error, or negative consequences resulting from misuse or
misunderstanding.

Safety-Critical Situation
A scenario where mistakes can cause serious harm to people, finances, or legal standing.

Sensitive Data
Information that could cause harm if exposed, such as personal, confidential, or restricted

details.

Transparency
Being honest and clear about when Al has meaningfully contributed to content or decisions.

Verification
The act of checking Al-generated information for correctness and appropriateness before use.
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Appendix B — Version & Archival Notes

This appendix identifies the version of this asset and ensures consistency across Slava Tech’s
Free Al curriculum.

This document may be updated periodically to improve clarity, alignment, or curriculum

consistency. Updates do not expand scope, introduce operational instruction, or include
prompting techniques.

Versioning

Each release is identified by a version number (e.g., v1, v1.1).

A new version is created only when content clarity, definitions, examples, or governance
alignment are refined.

Archival

Only the most recent version of this asset should be used for learning or reference.

Older versions are archived for record-keeping and audit purposes but are not used for
delivery.

Curriculum Alignment

This asset remains permanently within the Free A1 boundary and is designed to align
conceptually with higher curriculum layers without escalating scope or technical depth.

Key Note:
Appendix B exists solely to preserve clarity, consistency, and version integrity across the
Slava Tech curriculum.
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Appendix C — Instructor Qualifications

Instructor: Joseph Rieke

Creator of the Slava Tech funnel architecture, curriculum system, and Nikola Al chatbot
Specialist in Al-assisted vocational training and enterprise process optimization

Al Master Systems Architect (ST-ASI: 96.71%, Top 0.2-0.5% of Al users)

1st Place — ITSA Southern Region Coding Competition (2024)

(Non-Al competition; full GUI-based application built under a 3-hour time constraint)
3rd Place — ITSA Southern Region Microsoft Office Solutions Competition (2024)
(Non-Al competition; Disciplines: Excel, Access, PowerPoint, Word under a 3-hour time constraint)
Bachelor of Business Administration — Computer Information Systems

Texas State University, 2025

Operations Manager, Integ — Austin (2015-2020)

SLAVA
TECH
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